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The aim of this guide 
will be to help heritage 
organisations:

  Ensure that they 
understand these 
changes;
  Consider their data 
protection compliance 
obligations following 
Brexit;
  Understand what to do 
next, including changes to 
organisational practices, 
policies and procedures. 
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1 Introduction 
Following the UK’s departure from the EU, UK heritage 
organisations need to familiarise themselves with the impact 
this will have upon their activities. This guide provides an 
overview of the data protection management issues for 
heritage organisations relating to Brexit. Drawing upon the 
latest advice from the UK’s Information Commissioner’s Offi ce 
https://ico.org.uk/ this guide will focus on the following 
aspects:

• Setting the scene

• The impact of Brexit and the priorities for heritage 
organisations in terms of their data protection obligations 
and the processing of personal data:
– What happens about GDPR and data protection law?
– The role of the Information Commissioner’s Offi ce (ICO)
– “Adequacy” arrangements
– The need for EU representatives
– .EU Domains
– The US Privacy Shield following the Schrems II Case

• Considering your compliance obligations and what you 
need to do next?

The UK left the EU on the 1 January 2021. As a result of this, 
some aspects of the management of personal data and other 
related responsibilities have changed. At the start of a webinar 
that took place 26 January 2021, heritage organisations were 
asked if Brexit would affect their organisation’s activities that 
involved personal data. 

Yes – 47%

The remainder thought:

No – 4%

Maybe – 27%

Don’t know – 22%

2 Setting the scene 
Nearly half of those who 

attended the webinar thought 
that Brexit would have an 
impact on their activities 
involving personal data. 

GDPR

https://charitydigital.org.uk/heritage-digital-webinars/heritage-digital-webinars/brexit-data-protection-and-heritage-what-you-need-to-know?tab=watch-here
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3 What is data protection?
Data protection legislation in the UK comprises 
of the Data Protection Act 2018 and the UK 
General Data Protection Regulation (UK GDPR). 
The data protection legislation relates to the 
processing of personal data, which includes 
personal data held on spread-sheets, paper 

correspondence, records and even within 
photographs, films and other collection items. 
Heritage organisations need to know how their 
data protection compliance obligations have 
changed since the UK left the EU.
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4 What is the law that 
governs data protection  
in the UK?
The Data Protection Act 2018 (DPA 2018) sets 
out the framework for data protection law in the 
UK. It updates and replaces the Data Protection 
Act 1998. Sitting alongside the UK GDPR, 
together they  came into effect on 25 May 2018.

The data protection legislation sets out separate 
data protection rules for law enforcement 
authorities, extends data protection to 
some other areas such as national security 
and defence, and sets out the Information 
Commissioner Office’s (ICO) functions and 
powers. It also provides specific exemptions for 
heritage organisations such as the archiving in 
the public interest exemption, which relates to 
the processing of personal data by archives. 

More about this can be found here in guidelines 
issued by The National Archives: https://www.
nationalarchives.gov.uk/about/news/new-
guidelines-for-archiving-personaldata/

PERSONAL DATA 
REMINDER
Personal data relates to any 

information relating to the private, professional 
or public life of a living person that can identify 
that person, either directly or indirectly when 
combined with other information.  It can include 
an expression of opinion about an individual. 
Examples of personal data within the heritage 
sector include: 

• Membership lists;

• Customer and client data;

• Visitor information; 

• Staff, trustee and volunteer details;

• Collection items, such as individuals 
appearing in photos and films and names 
and addresses in letters.

Heritage organisations should remind 
themselves about what personal data they 
process, and ensure that they understand their 
obligations following Brexit.
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DATA CONTROLLER 
REMINDER
A data controller determines the 

purposes and means of processing personal 
data. A data controller is the individual or other 
legal person, such as a heritage organisation 
who determines why and how personal data 
is processed. It is their duty to ensure that 
the collection and processing of any personal 
data within the organisation complies with the 
requirements of the data protection legislation. 
A heritage organisation may be a joint controller 
even if another party, such as a depositor, 
retains some level of control of the data. A data 
controller will have the responsibility of meeting 
its legal compliance obligations under the data 
protection legislation, including any additional 
responsibilities subsequent to Brexit. 

DATA PROCESSOR 
REMINDER
A data processor is responsible 

for the processing of personal data on behalf 
of a controller. Data controllers must have a 
written contract in place with data processors in 
which the data controller defines how personal 
data, including special category data, is to be 
processed and what security measures will be 
appropriate. While data controllers maintain 
overall responsibility for any processing 
carried out on their behalf, data processors do 
have some direct obligations under the data 
protection legislation. They may be subject to 
fines or other sanctions if they do not comply. 
For example, an archive service may take the 
role of a data processor when, for instance, it 
takes in coroners’ inquest files in advance of 
the usual transfer date in order to relieve space 
pressure on the coroner. The archive service 
holds the records on a Records Management 
basis, not as a formal transfer under the Public 
Records Act. In due course, when the legal 
transfer timescale is met, the status of the 
records will change and the archive service may 
become a joint data controller, even though the 
records may not move.
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Data protection and Brexit –  
What has changed?

The GDPR has been brought into UK law 
as the ‘UK GDPR’ to sit alongside the Data 
Protection Act 2018, together the “data 
protection legislation”. There are some actions 
that UK heritage organisations will need to 
take now and possibly later. The UK now has 
the independence to keep the data protection 
legislation framework under review.

Does the GDPR still apply?
The EU version of the GDPR will still apply 

directly to you if you operate in Europe, offer 
goods or services to individuals in Europe, or 
monitor the behaviour of individuals in Europe. 
The GDPR will still apply to any organisations 
in Europe who send you data, so you may need 
to help them decide how to transfer personal 
data to the UK in line with the GDPR. The ICO 
is not the regulator for any European-specific 
activities caught by the EU version of the GDPR, 
but will continue working closely with European 
supervisory authorities. 
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5 The impact of Brexit and 
the priorities for heritage 
organisations in terms of their 
data protection obligations and 
the processing of personal data

www.ico.org.uk
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Ways that UK heritage organisations 
can reassure their EU partners include 
updated Privacy Notices, which publicly and 
transparently state their data protection 
compliance obligations, as well as robust 
contractual arrangements which demonstrate 
their commitment to GDPR compliance. 

Has the role of the ICO been  
affected by Brexit?

The ICO remains the independent supervisory 
body regarding the UK’s information law 
compliance requirements, including Freedom 
of Information (FOI), Public Sector Information 
(PSI) and the data protection legislation. The 
ICO website also provides:

• Guidance and tools

• Data breach reporting 

• Advice: DSARs etc

The UK government will continue to work 
towards maintaining close working relationships 
between the ICO and the EU supervisory 
authorities. 

Following Brexit, heritage organisations should 
keep up to date with best practice advice 
offered by The National Archives, Collections 
Trust and other sectorial bodies.

What is adequacy and  
what does it mean for  

heritage organisations?
Since leaving the EU, the UK has become a 
third country. Third countries are States that fall 
outside of the GDPR zone (EU member states 
plus Norway, Liechtenstein and Iceland). GDPR 
restricts transfers of personal data to third 
countries, unless personal data is protected 
in another way or an exception applies. The 
European Commission (EC) has the power 
to determine whether a third country has an 
adequate level of data protection.  
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The UK is awaiting a final adequacy decision 
from the EC. The effect of an adequacy decision 
is that personal data can be sent from an EEA 
state to a third country without any further 
safeguard being necessary. The European 
Commission published its draft adequacy 
decision regarding transfers of personal data 
from the European Economic Area (EEA) to the 
UK. Within the draft decision the European 
Commission concludes that the UK provides 
‘an essentially equivalent level of protection’ to 
the level guaranteed under the EU GDPR1. This 
means that the UK is provisionally considered 
to provide an adequate level of protection for 
personal data coming from the EEA. This is 
of great importance for everyone in the UK, 

including heritage organisations, because if 
the decisions are adopted personal data can 
continue to flow freely from the EEA to the UK. 

As described by Oliver Dowden (in February 
2021), Secretary of State for Digital Culture, 
Media and Sport, this is a ‘significant milestone’ 
for data protection in the UK post Brexit.2

If all agree with the draft decisions then 
the European Commission may adopt these 
adequacy decisions for the UK. In the meantime, 
personal data can continue to flow freely from 
the EEA into the UK under the EU-UK Trade 
and Cooperation Agreement until 30 June 2021, 
unless adequacy is formally adopted sooner. 

The draft decisions can be read by clicking here. 
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1  https://ec.europa.eu/commission/presscorner/detail/en/ip_21_661 

2  https://www.gov.uk/government/news/uk-government-welcomes-the-european-commissions-draft-data-adequacy-
decisions

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_661
https://www.gov.uk/government/news/uk-government-welcomes-the-european-commissions-draft-data-adequacy-decisions
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_661
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Do I need to appoint 
an EU representative?

You may need to appoint a representative if 
you are offering goods or services to individuals 
in the EEA or monitoring the behaviour of 
individuals in the EEA. 

You will need to check the ICO website for 
further details. 

What do I need to know 
about .EU Domains?

.Eu domain names for non EU citizens have 
been cancelled, including those owned by UK 
heritage organisations. These might include 
projects in which UK heritage organisations 
have been involved. Any service associated to a 
domain name in this status no longer functions. 
The domain name(s) may still be reinstated if 
the registration data is updated to meet the 
eligibility criteria. As of 1 April 2021, Domain 
name(s) that were not in compliance with the 
.eu regulatory framework were withdrawn 
though records will remain in the .eu registry 
database and can be reinstated until 31 
December 2021 if the organisation meets 
the eligibility criteria in future.

Heritage organisations should check to see 
if they hold any .EU Domain names and if so, 
either cancel them, or fi nd an alternative way 
for them to be managed. This might include 
liaising with EU based partners, if the .EU 
Domain name is associated with a collaboration 
with EU partners.

The US Privacy Shield following 
the Schrems II Case

In the Schrems II case the Court of Justice of 
the European Union (CJEU) found that the EU-
US Privacy Shield, which was previously an 
approved mechanism for transferring data, does 
not prevent US surveillance programmes from 
accessing EU citizens’ data beyond that which 
is regarded as strictly necessary. The judgment 
invalidated the EU-US Privacy Shield, meaning 
it is no longer a GDPR compliant mechanism for 
sending data belonging to EU citizens. Schrems 
II also questioned the effi ciency of Standard 
Contractual Clauses (SCCs). SCCs are made 
between a company who receive data and the 
company who send the data. Such clauses seek 
to ensure that the data in question is protected 
to the standard required by the EU. The case 
highlighted that not all SCCs are adequate and 
that additional measures may be needed. 

The ICO have advised that organisations take 
stock of their international transfers and update 
their practices as guidance and advice become 
available.

What do I need to know about 
the EU Standard Contractual 

Clauses?
The European Commission has issued 
template standard contractual clauses for 
data transfers from data controllers in the EU 
to data controllers established outside the 
EU or European Economic Area (EEA). It has 
also issued one set of contractual clauses for 
data transfers from controllers in the EU to 
processors established outside the EU or EEA. 

These can be found here: 
https://ec.europa.eu/info/law/law-topic/data-
protection/international-dimension-data-
protection/standard-contractual-clauses-
scc_en
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6 Your compliance obligations 
and what you need to do next

Following Brexit, there are a number of important things that heritage organisations  
should do in terms of their management of personal data.

1.  Update your Privacy Notices to reflect any changes following 
Brexit in the processing of personal data. There may also be 
changes regarding the platforms you use as a result of Covid 
and remote/home working. These should also be reflected in 
your Privacy Notices.

2. Review your standard contractual clauses to ensure that 
they are fit for purpose and demonstrate your commitment 
to data protection compliance, particularly when working 
with supplier/partners across the EU and other international 
organisations.

3. Following Brexit, heritage organisations should keep up 
to date with best practice advice offered by The National 
Archives, Collections Trust and other sectorial bodies 

4.  If you are trading extensively in the EU, nominate an 
EU Representative. This may well dove tail into other 
requirements that you have such as VAT.

5. Check whether you hold any .EU Domain names and if so, 
either cancel them, or find an alternative way for them to be 
managed. This might include liaising with EU based partners, 
if the .EU Domain name is associated with a collaboration 
with EU partners.

6.  Review and update your organisational risk registers to take 
into account any changes or additional requirements that 
your organisation may have in terms of data privacy and 
Brexit.
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Information Commissioner’s website
https://ico.org.uk/

Digital Guide: Brexit, Intellectual Property Rights and Heritage 
https://charitydigital.org.uk/resources/digital-guide-brexit-intellectual-property-rights-
and-heritage 

Heritage Digital website
http://heritage-digital.org/ 

Naomi Korn Associates
www.naomikorn.com/resources 

Digital guide: online privacy and security 
https://www.heritagefund.org.uk/good-practice-guidance/digital-guide-online-privacy-
and-security 
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7 Where to find out more

https://ico.org.uk/
https://charitydigital.org.uk/resources/digital-guide-brexit-intellectual-property-rights-and-heritage
https://charitydigital.org.uk/heritage-digital
https://naomikorn.com/resources/
https://www.heritagefund.org.uk/good-practice-guidance/digital-guide-online-privacy-and-security
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THE HERITAGE ALLIANCE
The Heritage Alliance unites nearly 160 independent heritage 
organisations in England as a powerful, effective and independent 
advocate for heritage. It seeks to inspire, catalyse and support action 
to enhance the sustainability, resilience and capabilities of independent 
heritage organisations to achieve their full potential.

MEDIA TRUST
Media Trust works in partnership with the media and creative industry 
to give charities, under-represented communities and young people 
a stronger voice, through training and access to free resources and 
matching them with communications and digital expert volunteers. 
Digital skills are embedded in and are a crucial element of all of these 
areas.

NAOMI KORN ASSOCIATES
Naomi Korn Associates is one of the UK’s leading information 
management consultancies specialising in intellectual property rights, 
data protection and licensing, providing support to the heritage and 
arts sectors. Naomi Korn Associates supports their clients develop 
better rights and privacy policies and awareness through training and 
consultancy services.

CHARITY DIGITAL
Charity Digital helps organisations #BeMoreDigital through daily 
content, weekly events and the UK’s only discounted and donated 
software platform. We have helped over 50,000 charities, including 
heritage organisations, save nearly £260 million on software purchases 
and supported thousands more on their digital journey with inspiring 
and educational articles, webinars, podcasts, videos and events. 

Who is in the Heritage 
Digital consortium?
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