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This resource has been adapted from blog post ‘The importance of data protection to artists’
by Naomi Korn Associates, December 2019.
When processing data we are processing the details of a person’s life and so care
should be given as if the details are our own.
If you are an artist working in the UK, it’s vital that for any personal data you collect, be
it from buyers/customers, other artists, galleries, commissioners, employers etc. you
must store their personal information securely to ensure you are safeguarding the
their information in line with the Data Protection Act 2018, the UK’s implementation
of the GDPR.

What is the GDPR?
The GDPR is the ‘General Data Protection Regulation’ and it came into force in the UK
on 25 May 2018 as the Data Protection Act 2018. The GDPR harmonised data
protection rules across EU member states. It applies to processing carried out by
individuals and organisations operating within the EU, but also applies to organisations
outside the EU that offer goods and services to EU citizens. The GDPR significantly
enhances the rights of data subjects in the processing of their personal data. Data
Protection laws are nothing new. In the UK, we have had data protection laws since
1998 (Data Protection Act 1998). GDPR is an uplift on existing data protection laws
therefore.

Complying with Data Protection
Individual artists working as sole traders or small businesses who handle personal data
must comply with the law.

Top tips:
1. Understand what personally identifiable data is - this includes the collection of
names and addresses, contact details including business emails etc.
2. A privacy statement should be published on your website to communicate how
the personal data is processed.
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3. It is vital to keep a record of how information is handled. This is a basic part of
day to day business. It does not have to be onerous or a chore but a key element
in managing other’s information with respect and showing that it matters to
you. Reputations for good service are built on this. See ICO’s website for
guidelinesi.
4. Data protection issues will affect all types of carriers of personal data – not just
digital. This will include paper records, photographs, sound recordings, films etc.
5. Rights and privacy know-how nearly always mean contract know-how too.
Putting in place robust contracts with third parties and/or making sure you
understand what you are signing is crucial for ensuring compliance.
6. Not all data breaches need to be declared to the ICO, but it is vital that no
matter what, you have sensible data breach policies in place to record any that
happen. Breaches to be declared to the ICO include any loss or theft of personal
data that could potentially cause harm or distress to the individual concerned.

Key Data Protection facts
•

There is lots of over reaction to the new laws. Ignore instructions such as “all
personal data must be deleted from emails”, “you must delete someone’s
records if they have not responded to your requests to confirm twice”, “you
must delete all records of people who have resigned”, “delete all electronic
records, but manual records are OK”, “you must always ask for permission
before you can hold someone’s personal data”. These and many more are
nonsense.

•

Data Protection laws apply to print and digital forms of personal data. Know
what you have, why and where it is stored. Decide if you should keep it or not,
and if so, make sure you plan how you keep it safe.

•

Get the facts about when you may process, i.e., obtain, record, manage,
structure, store, amend or delete, or disseminate personal data. The reasons can
be found here on the ICO’s website.ii

What is defined as ‘Personal data’?
By UK law the definition is:
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“Any information relating to an identified or identifiable natural person in particular
by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person”. iii What

is a data breach?
‘A personal data breach means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal
data.’iv
As part of GDPR you have a responsibility to report certain types of personal data
breaches to the relevant authorities and you must do this within 72 hours of becoming
aware of the breach where feasible. More information about breaches you need to
report and breaches you don’t, see the ICO’s website.v

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-thegeneraldata-protection-regulation-gdpr/documentation/how-do-we-documentourprocessing-activities/
ii
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-thegeneraldata-protection-regulation-gdpr/lawful-basis-for-processing/
iii
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-tothegeneral-data-protection-regulation-gdpr/what-is-personal-data/what-ispersonaldata/
iv
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-tothegeneral-data-protection-regulation-gdpr/personal-data-breaches/
v
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-thegeneraldata-protection-regulation-gdpr/personal-data-breaches/
i

Helpful resources
•

Naomi Korn Associates resources – A collection of free and openly licensed
copyright, licensing and data protection help resources.
www.naomikorn.com/resources

•

The National Archives Data Protection Toolkit for Archives – A free toolkit to
help archivists manage access to personal data found within an archive service’s
collection. Request to access the toolkit here: www.eventbrite.co.uk/e/dataprotection-toolkit-for-archives-request-for-access-tickets-163188921457
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•

Information Commissioner’s Office (ICO) – Data protection related resources,
information, and updates on UK legislation. www.ico.org.uk/about-the-ico

•

National Cyber Security Centre - Advice and support for public and private
sector in how to avoid computer security threats. www.ncsc.gov.uk

•

National Heritage Lottery Fund guide: Online Privacy and Security – A free
guide on the range of issues UK heritage organisations are likely to encounter
whilst carrying out online activities. www.heritagefund.org.uk/funding/goodpractice-guidance/digital-guide-online-privacy-and-security

•

Heritage Digital guide: Brexit, Data Protection and Heritage: What you need
to know - Information and guidance for heritage organisations about data
protection changes following the UK’s departure from the
EU. www.charitydigital.org.uk/resources/resources/digital-guide-brexit-dataprotection-and-heritage

•

Publication: Information Law: Compliance for librarians, information
professionals and knowledge managers, by Charles Oppenheim, Adrienne
Muir and Naomi Korn – A book presenting the tried and tested ‘Compliance
Methodology’ for organisations seeking to navigate the complex legal landscape
of the information professions.
www.facetpublishing.co.uk/page/detail/?k=9781783303663*
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